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ToBapnmecrBO c orpaHHHeHHOM 
OTBGTCTBeHHOCTbK) "OwpMa HHOOKPMnT" 
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(54) YCTPOftCTBO 3ALMHTbl OT HECAHKUMOHUPOBAHHOrO flOCTYriA K MHOOPMAl^MH, XPAHHMOfi B 
nEPCOHAJlbHOfi 3BM 



(57) Pecfcepa-r: 

M3o6peTeHne othocmtca k cpefldBaM 
3amnTbi HHcfsopMai^nn i/i coAepxm BHeixiHutf 

HOCMTeilb MHC^OpMaL^HM, BbinOJIHeHHblfl B BMfle 

3HeproHe3aBncnMoPi naMHTM, b KOTopyw 
3anncaHa nepcoHanbHaa mcpopMauym o 
nojib30BaTe^e h xaw-cfcyHiqMfl Bcex 
3amnLuaeMbix cfcafijioB AaHHoro nonb30BaTerm. 

YCTpO&CTBO COflep>KMT TaKXCe nOCTOflHHOe 

3anoMHHaioLnee ycTpoflcTBO, KOHTpon/iep 
o6MeHa MHcfopMauMeCl c riSBM, KOHTpon/iep 
oGMeHa MHcfcopMaijHefl c BHewHUM HocmeneM 
MHc^opMai^nn ii BbiHOCHoft KOHTatcTHbiR y3en 

CMHTblBaHHfl MHCfJOpMai^MM C BH6UJH6rO 

HocnTe/iH. flnfl noflKnwMeHMfl k (13BM c/iywaT 
BXOAbi/BbixoAbi (13Y m KOHTponnepa o6MeHa 



HHc|)opMai4Me« c flSBM. YcTpoflCTBO 
o6ecneHMBaeT co3AaHne 
0yHKL\noHanbHO-3aMKHyToW norHHecKofl cpeflbi, 
onpeAeneHHO^ Ann KawAoro no/ib30BaTejifl 
nSBM, mto noBbiLuaer HaAe>KHOCTb 3amnTbi 
MHC^opwiamiM, xpaHMMO^ b I13BM, or 
HecaHKtjHOHMpoBaHHoro Aocryna. 2 mji. 
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(54) DEVICE FOR PROTECTION AGAINST UNAUTHORIZED ACCESS TO INFORMATION THAT IS STORED IN 
PERSONAL COMPUTER 



(57) Abstract: 

FIELD: computer engineering, information 
security. SUBSTANCE: device has external 
information storage unit which is designed 
as power- independent memory, where personal 
information about user and hash information 
about all protected files of this user are 
stored. In addition device has read-only 
memory unit, controller for interface to 
computer, controller fro interface to 
external storage unit, remote contact unit 
for reading information from external 
storage unit. For connection to computer 
inputs and outputs of read-only memory unit 



and of computer interface controller are 
used. Device provides closed functionality 
environment for all users of computer. 
EFFECT: increased reliability of information 
protection against unauthorized access, 2 dwg 
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, H3o6peTeHne othocmtca k 3amnTe 
HHC^ppMai^nn, a 6onee tohho k ycTpo&CTBy 
3amliTbi ot HecaHKLikiOHkipoBaHHoro AOCTyna k 
nH0opMaL^nn, xpaHHMofl b nepcoHaxibHofl 3BM, 
v\ Moxej 6biTb kicnoiibaoBaHO b 
aBTOMaTH3npoBaHHbix cucTeMax Ha 6a3e 
nepcoHajibHbix 3BM Ana aau^nrbi nHCfcopMaijMki 
n pecypcoB nepcoHajibHbix 3BM or 
H8caHKi^noHnpoBaHHoro AOCTyna. 

McnOJlb30BaHMe COBpeMeHHblX 

nHcfopMaunoHHbix TexHonomR npn 
Heo6xoAMMOCTM o6ecneHeHna 

KOHC})MA©HL|HaJlbHOCTH XpaHeHMfl M 06pa60TKM 
AaHHblX ABJlfleTCfl HCTOMHMKOM B03HHKHOBeHMfl 

cnei^nct)MMecKMX yrpo3 co CTopoHbi 

3/IOyMblLUJieHHklKOB. C 3THM CBH3aHa 

Heo6xoAMMOCTb npMMeHeHMfl cneunaiibHbix 

CpeACTB 3ail^HTbl HHCfXDpMaiJHOHHblX CMCTeM OT 

HecaHKi^noHHpoBaHHoro AOCTyna (HCfl). 
LUTaTHbie cpeACTBa 3amnTbi nepcoHajibHbix 
3BM (fl3BM) ot HCfl, HanpuMep, 
ncnonb30BaHne naponeH nonb30BaTenefl, 
ycraHaB/ikiBaeMbix c noMombio AOKyMeHTaunn k 
n ocTa Bii m bt m I13BM, rapaHTupoBaHHO He 
peiuaeT AaHHyto 3aAany, TaK KaK HMeeTCfl 

B03MO>KHOCTb OTKHtOMMTb CWCTeMy KOHTpOJlfl 

nyTeM npuHyAHTenbHoro pa3p*Aa rwajomefi 
6aTapen. 

M3BecTHbi n 6onee cno>KHbie cnoco6bi 
o6xoAa ujTaTHbix cpeACTB 3au^MTbi I13BM ot 
HCfl. TaK, HanpuMep, ecrw AOCTyn k 
KowinbioTepy He KOHTponnpyeTCfl, BnoxiHe 
BepoaTHo, hto oAHa)KAbi nocne BbiaoBa o6bNHO 
ncnonb3yeMoR nporpaMMbi h bboas napona 



He 



OSbNHO 3TO 

noAOspeHM^ 
npoflaneHHe 
flocne neperpy3KH 



AUCKpeAHTMpoBaH 
TaKMM o6pa30M, 
o6ecneMeHMfl 



KowinbJOTep 3aBHCHeT . 

BblSblBaeT HMK3KHX 
BOCnpUHMMaeTCFI KaK 

HeHaAe>KHocTn TexHUKM 
KOMnbfOTepa, noBTopHoro BbiaoBa nporpaMMbi n 
BBOAa napona cacTeMa pa6oTaeT KaK oGbiHHO. 
Ho npn 3TOM He MCKnioHeHO, mto b nepBbifl pa3 
3arpy>Kanacb BOBce He Tpe6yeMap nporpaMMa, a 
cneL^kianbHaa nporpaMMa "nepexBaTHHK 
naponetV 1 , h napoxib y>Ke He flBJineTCfl 

CeKpeTHbIM OH 

"nepexBaTMMKOM naponefl". 
Heo6xoAHMbiM aneMeHTOM 

UHCfXDpMaLJVIOHHOfl 6e30naCHOCTH flBflfleTCfl 

cnei^kianbHafl TexHonornfl coxpaHeHHH b TafiHe 

K/lJOHeBOfl HH4)OpMai^MM. 

06blMHO Anfl KOHTpOJlW Lje/IOCTHOCTH 

nporpaMMHoro o6ecneMeHnn n xpaHMMbix 
AaHHbix Mcnonb3yiOTCfl nporpaMMbi Tuna 
H3BecTHO« nporpaMMbi ADINF, KOTopaw 
BbiMMcnfleT KOHTponbHyio cyMMy cf>a^noB. flna 
aaLAMTbi MHc{)opMai4MM ot yrpo3bi ee 

HecaHKL^HOHMpOBaHHOrO 3MeHeHHfl c 

coxpaHeHneM npe>KHero 3Ha4eHna KOHTponbHofl 
cyMMbi HeoGxoAMMO npuMeHflTb cnei^na/ibHO 
pa3pa6oTaHHbie anropnTMbi BbMHcneHMH 
KOHTponbHbix cyMM cfcatfjioB, HaabiBaeMbie 
anropnTMaMM x3UJnpoBaHHfl MHC^opMai^nn. 
X3UJ-cf)yHKL^Mfl (KOHTponbHan cyMMa, 
BbmncneHHaa no anropnTMy X3wnpoBaHHfl) 
o6naAaeT TeM cboHctbom, hto atia nio6oro 
3aAaHHoro 6noKa AaHHbix.MMeiOLnero 3aAaHHoe 
3HaneHne xaiu-cpyHKi^nM, npaKTunecKM 
HeB03MOKHO b pearibHoe BpeMfl noAo6paTb 
ApyroW 6noK AaHHbix, MMeiou^H to xe 3HaqeHMe 

X3UU-C{)yHKmiM. 

TaKHM 06pa30M, KOHTpOJlb L^enOCTHOCTH 

nporpaMM n AaHHbix Ha KOMnbKJTepe c noMou^bto 
nporpaMMHbix cbo^ctb, pa3MeiAeHHbix Ha stom 
Te KOMnbioTepe n TaioKe Tpe6yiou4HX npoBepKM 
Ha co6cTBeHHyio L^e^ocTHOCTb nepeA mx 
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3anycKOM, oaho3H3Mho He AOCTuraeT 
nocraB^eHHOM uejin. 

K M3BeCTHblM CUCTeMaM COSAaHMfl 

n3onnpoBaHHO^ nporpaMMHO^ cpeAbi mo>kho 
OTHecTM cucTeMy, onucaHHyK) b pa3pa6oTKe 
Unvisible Disk c|)MpMbi J1AH KpunTO (A. 
!Hep6aKOB, Pa3pyLuaiou^ne nporpaMMHbie 
B03AeMCTBnn. M. OflE^b, 1993). 

CyTb ABHHOM pa3pa60TKM COCTOMT B TOM, HTO 

3arpy3Ka auckobo^ onepaunoHHo^ cucTeMbi 
(DOS) npon3BOAHTCfl c oxpaHfleMoro ot 
HecaHKi^HOHnposaHHoro AOCTyna ruSKoro A^cKa, 
nocne Mero y>Ke MoryT 6biTb ncnonb30BaHbi 
Apyrne cucTeMbi saiAMTbi ot HCfl, He MMeiomne 

B03MO>KHOCTeW no KOHTpOJlK) HaA L^eflOCTHOCTblO 

o6imix cucTeMHbix pecypcoB F13BM. 
06ecneMMBafl npuHi^nnnanbHyio B03MO)KHOCTb 
co3AaHMfl b KOMnneKce c AonoriHUTejibHbiMM 
cucTeiviaMU 3au^nTb! xpaHMMbix Ha I13BM 
AaHHbix ot HCfl AOCTaTOHHo HaAe>KHoW 3amnTbi 
MHcpopMaL^MM, onucaHHafl cucTeMa peajin3ai^nn 
H3onwpoBaHHofl nporpaMMHO^ cpeAW 
ManonpuroAHa no AByM oGcTOHTen bCTBaM . 
nepBoe noTeHL^naxibHOMy 3noyMbiiuneHHMKy 

OCTaBJlfleTCfl B03MO>KHOCTb B OTCyTCTBHM 

KOHTponn 3a AOCTynoM k I13BM BKniOHaTb 
I13BM, 3arpy>KaTb CMCTeMHbie m 3anycKaTb 
co6cTBeHHbie nporpaMMHbie MOAynn c rn6Koro 
AHCKa, BHOCfl nporpaMMHbie saicnaAKM, noA 

KOTOpblMM noHUMaeTcn HecaHKl4HOHMpOBaHHO 

3anncaHHafl Ha >KecTKMK a^ck I13BM 
nporpaMMa, 3anycK kotopom pa3pyiuaeT cucTeMy 
3amnTbi I13BM ot HCfl. 3aperncTpnpoBaHHbie 
nonb30Barenn, HMeioo^ne HaMepeHne 
ocyii\ecTBMTb HecaHKUkioHnpoBaHHbiPi AOCTyn k 
ny>KHM pecypcaM n AaHHbiM, iiMeioT b ashhom 
cnyHae no/iHyto CBo6oAy asmctbhw. 

BTopoe B03HMK3I0T onpeAe/ieHHbie 
HeyAo6cTBa b pa6oTe neraxibHbix 
nonb30BaTenetf ( BbiTeKatou^ne M3 

Heo6xoAMMOCTM ncnonb30BaTb cneunaribHO 
oxpaH^eMyio b pexkiMHOM opraHe ynpe>KAeHkm 
npoBepeHHyio CHCTeMHyio A^CKeTy, 
Heo6xoAHMOCTb AonoriHMTejibHbix 
opra h H3a m oh h o-Tex h m HecKMX Mep A^fl 
Bepkic^HKaL^nki AaHHOM A^CKeTbi npn nepeflane 
ee M3 pyK b pyKM. 

Han6onee 6tih3kmm k M3o6peTeHnio 
flBJineTcn ycTpo^CTBO 3ai^nTbi ot 
HecaHKijwoHkipoBaHHoro AOCTyna k 
HHCpopMai-iuM, xpaHkiMO^ b nepcoHa/ibHOft 3BM, 
coABpxcau^ee BHeujHuPi HocwTenb MHC^opMai^nn 
ki pacnono>KeHHbie Ha o6u;eW nnaTe nocTo^HHoe 
3anoMHHaioiAee ycTpoWcTBO (TOY) m 
KOHTponnep o6Mena nHqbopMaL^nePl c 
nepcoHanbHoR 3BM, BXOAbi/BbixoAbi KOTopbix 
npeAHa3HaMeHbi aha noAKfiJoneHUfl k 
nepcoHajibHoCi 3BM [cm.mctohhmk] 

B KanecTBe BHeoiHero HOCMTenn 
HHcf)opMaLtMH b M3BecTHoP1 paspa6oTKe 
ncnonb30BaHa A^CKeTa, coAep^au^afl 
KpnnTorpac})HHecKMe kjhohm 3anpawnBaeMbix 
AaHHbix. Ha o6u^ePl nnaTe yorpoficTBa 
KRYPTON TaioKe pa3MemeHbi ABa 
32-pa3pflAHbix oAHOKpucTanbHbix npoL^eccopa, 
ocyiAecTBnnroLAVie uin^poBaHMe b cooTBeTCTBMH 
co craHAapTOM ujM4)pOBaHMfl vi noAKnioHeHHbie k 
o6L^ew LUUHe ynpaaneHUH n o6MeHa AaHHbiMn c 
n3BM. 

Ha >KecTKM« auck I13BM npeABapnTeribHo 
3anncano Heo6xoAMMoe nporpaMMHoe 
o6ecneMeHne, noAaep>KHBaHDLi^ee nHTepc^eAc 
o6MeHa AaHHbiMH MeKAy BIOS (basic 
input/ouput System) (13BM m npoueccopaMM 
nnaTbi RYPTON. flaHHoe nporpaMMHoe 
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o6ecneMeHne bmsctb c apyrviMH yi<a3aHHbiMH 
pecifpcaMM noflAepxcviBaeT qtyHKUiw 
pa3rpaHHHeHHfl AOCTyna k KOMnbtOTepy m 
jiorMHecKMM flucKawi xcecTKoro AncKa I13BM. 
YcTpoitaTBO ocymecTBnaeT "npo3paMHoe" 
LuncppoBaHne AaHHbix Ha xcecTKOM AHCKe. CyTb 
pe>KHMa "npo3pa^Horo" wncfcpoBaHnyi coctoht b 
tom, mto BCflKoe o6pameHne k KecTKOMy AHCKy 
cpeflCTBaMM 6aaoBoPi cucTeMbi BBOfla/ BbiBOfla 
BIOS npuBOAUT k 

LUH4)pOBaHHK)/paCLiJH4)pOBaHMK) flaHHblX. 

flporpaMMHoe o6ecneMeHne, noAAep>KHBaiomee 
MHTGpcjDG^c o6MeHa AaHHbiMM Me>KAy BIOS 
nSBM m npoLjeccopaMH nnaTbi KRYPTON 
nepeHOcnTca c wecTKoro AHCKa b 03Y J13BM bo 
speMfl 3arpy3KH KOMnbtOTepa (ao 3arpy3KM 
AhckoboH onepauMOHHoW cucieMbi DOS) h 
cTaHOBMTcn cocTaBHoR MacTbK) pacwwpeHHofi 
CMCTewibi BOS Anfl AOCTyna k a^hmnm Ha 
>KecTKOM AUCKe riDBM. I~lpn stom 
o6ecneMHBaeTCfl nonHoe luncppoBaHne 
nornnecKnx ahckob >KecTKoro A^cica, mto 
npeAOTBpamaeT no$mneHne "ceKpeTHoro 
ocTaTKa" AaHHbix. Pa3rpaHHMeHne AOCTyna k 

XpaHUMOpi B 3aUJMC()pOBaHHOM bha© 

MHcJ)opMauMM peajiH30BaH0 nocpeACTBOM 
npeA"bflBneHn« AHCKeTbi, coAepxawefl 
KpunTorpacpvmecKne kdiohm 3anpawnBaeMbix 

AaHHblX. 

flaHHoe ycTpoflcTBO o6ecneMHBaeT 
pa3rpaHMMeHne AOCTyna k "nepcoHanbHbiM" 
AaHHbiM, coxpaHflewbiM noA nepcoHanbHbiMH 
KniOHaMn ujuc^poBaHUfl, oahsko o6uj,ne pecypcbt 
no/ib30BaTe/iefl npn TaKOM noAXOAe k C03AaHW0 
cucTeMbi 3aiAMTbi (13BM ot HCfl OKa3biBatOTC« 
AOCTynHbiMn BC6M 3apemcTpwpoBaHHbiM 
nonb30BaTejiflM w b cwny 3Toro nonHOCTbto 
OTCyTCTByeT B03MO>KHOCTb pa3rpaHHMeHna 
AOCTyna nonb30BaTejieM, HanpuMep, k 
cucTeMHbiM pecypcawi, KOTopwe He MoryT 

WHCfcpOBaTbCfl pa3flMMHblMM KJlfOHaMH. B CMJiy 

3Toro oGcTOATejibCTBa 3aperncTpnpoBaHHbie 
nojib30BaTenn cucTeMbi, MMewu^ne 
3noyMbiiujieHHbie HaMepeHHH, nonynajoT 

B03MO>KHOCTb BHeApeHHfl B CHCTeMy 

cnei^ktaxibHbix nporpaMMHbix 3axnaAOK. 
flporpaMMHbie "3aKnaAKM" mop/t BbinoiiHflTb 
caMbie pasnnMHbie AeflcTBiifl, b tom Mwcne 
nepexBaTbiBaTb KOHcpnAeHL^naribHbie AaHHbie 
nocne nx pacwtiqbpoBaHMfl m coxpaHHTb nx b 
I13BM u ao BOCTpe6oBaHMfl M . 

Mto6h Boenpen^TCTBOBaTb BHeApeHHK) b 
CHCTeMy nporpaMMHbix 3aicnaAOK co CTopoHbi 
3aperncTpnpoBaHHbix nojib30BaTenePi, 
Heo6xoAHMO HMeTb cpeACTBa co3AaHHH 
M3onnpoBaHHO^ ot BHeuJHero BMewaTenbCTBa 
nporpaMMHOtf cpeAbi nnn cpeAbi, npoBepeHHofl 
Ha oTcyTCTBue nporpaMMHbix 3aKnaAOK k 
MOMeHTy 3anycKa npwoiaAHbix nporpaMM. 

Bo3Mo>KHbiM BapnaHTOM peweHHfl npo6neMbi 
ABnfleTCfl cx)3AaHne Ana KgDKAoro nojib30BaTe/ifl 
co6cTBeHHoR 4)yHKUH0HaribH0 3aMKHyTotf 
cpeAbf. 3Aecb MMeeTcn b BHAy, mto Kax<AOMy 
nnu,y, MMeioiAeMy npaBo AOCTyna k KOMnbKrrepy, 
npeAOCTaanfleTCR B03Mo>KHOCTb nonb30BaTb 
TonbKO Ha3HaMeHHbie eMy nporpaMMbi, CucTeMa 
3au^MTbi TexHUMecKH He AOJWHa AasaTb 

B03MO>KHOCTb nOJlb30BaTeJlK) BbinOJIHflTb 

H6Ha3HaHeHHbie eMy nporpaMMbi, a pacuunpeHMe 
npas AOCTyna MoxeT 6biTb peajiM30BaHo TonbKO 

aAMMHMCTpaTOpOM. 

YnoMRHyTbi^ n onucaHHbirt Bbiwe KOMnneKc 
KRYPTON AaHHbiMH bo3MOXHoctamm He 
o6naAaeT. KpoMe Toro, perynwpHO 
Bbino/iHfleMbie onepai^nn 
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WH^poBaHUfl/pacwkicfipoBaHHfl 3aHkiMaK)T y 
nSBM onpeAejieHHbif^ pecypc BbiMUcnuTenbHOf^ 

MOLUHOCTH, BHOCflT 3aM6THyK) 3aAep>KKy B 

peaKi^KD MaiuMHbi Ha KOMaHAbi onepaTopa, mto 
OTpHL^aTenbHo CKa3biBaeTCfl Ha aproHOMUMecKnx 
xapaicrepMCTMKax pa6oMero Mecra. 

L4ejibK) n3o6peTeHMfl HBnneTCfl co3AaHne 
ycTpoWcTBa 3aiUMTbi ot HecaHKUMOHnpoBaHHoro 
AOCTyna k MH0opMaL^nn, xpaHMMoK b 
nepcoHanbHO^ 3BM, 3a cMeT KOHCTpytcrnBHoro 
BbinoiiHeHHfl KOToporo AOCTura^acb 6bi 

B03MO)KHOCTb C03AaHMfl 
(J>yHKmiOHanbH03aMKHyTOM 

nporpaMMHO-nornMecKoW cpeAbi, onpeAeneHHofl 
Ann Kaworo nonb30BaHnn I13BM, mto 
o6ecneMMBano 6bi AocTyn k pecypcaM I13BM m 

XpaHklMO^ B R3BM MH(J)OpMaUMH TOJlbKO 

3aperncTpnpoBaHHbiM nonb30BaTenflM, 
co3AaBaa HaAexonyio 3aiAMTy ot 
HecaHKL^MOHMpoBaHHoro Aocryna. 

3to AOCTuraeTcn TeM, mto b ycTpoStaTBO 
3ainnTbt ot HecaHKL^MOHnpoBaHHoro AOCTyna k 
nHqbopMaL^nM, xpaHHMO^ b nepcoHa^bHofl 3BM, 
coAep>KaLL\ee BHeujHM^ HocnTenb HHCfDopMaLjHH, 
m pacnono>KeHHbie Ha o6LAeK nxiaTe nocTOAHHoe 
3anoMMHatoiAee ycTpoflcTBO n KOHTpo/i^ep 
o6MeHa HHcJ)opMai4ne^ c nepcoHanbHO^ 3BM, 
BbixoAbi KOTopwx npeAHasHaMeHbi Ann 
noAKntOMeHna k nepcoHa^bHO^ 3BM BBeAeHbi 

KOHTpOJl/iep 06MeHa MHCt)OpMaL^Me^ C BHeiUHMM 

HOCMTe/ieM nHqbopMaL^nn, pacnojioxeHHbi^ Ha 
o6inei^ nnaTe ycTpo^cTBa, h BbiHOCHOf^ 
KOHTaKTHbi^ y3en CMMTbiBaHUfl HHqbopMai^nn c 
BHeuJHero Hocmerm nHcpopMai^nn, buxoaom 
noAKHfOMeHHbift ko BXOAy KOHTpon/iepa o6MeHa 
HHc{)opMai4ne^ c BHeniHUM Hoc^TeneM 

MHQ>OpMaL^MH, npHMeM BHeiUHMM HOCMTeJlb 

HHO>opMaunn BbinoxiHeH b BHAe 
3HeproHe3aBMCMMoK naM^TM, b KOTopyio 
3anncaHa nepcoHaiibHafl HAeHTMG>nKai^MOHHafl 
MHC})opMai4Mfl o nonb30BaTene m x3iu-ct)yHKi^nfl 
Bcex 3au^ni^aeMbix t^aw/iOB AaHHoro 
norib30BaTe^fl, a a nocTOAHHoe 3anoMHHajou^ee 
ycTpo^CTBO npeAHa3HaMeHO An« xpaHeHkin 

KOAOB KOHTpOJlfl L^eflOCTHOCTH MHC|iopMai^MH 

nepcoHaribHoCi 3BM n koaob CMMTbiBaHun 
MHQ>opMaunn c BHeuJHero HOCMTenfl 

HHQbopMaUHkl, npM 3TOM BXOAbl/BblXOAbl 

KOHTponnepa o6MeHa MHC^opMaunePi c bholuhmm 
HOCMTeneM HHcf)opMaunn Mepe3 MarncTpann 
jiOKanbHoR ujuHbi ycTpoWcTBa coeA^HeHbi co 
BXOAaMn/BbixoAaMM KOHTponnepa o6MeHa 
HH4)opMaL^kievi c nepcoHanbHoK 3BM. 

OmUMMTenbHOM OC06eHHOCTbK> 

M3o6peTeHHH 9\Bi\neTCf\ to, mto b HeM 
ncnojib3yeTcn bhsuihmm HocnTe/ib MHc^opMai^nM, 
coAepwaiuMfl kiHAHBunyanbHyio Hen3MeHneMyio 
Ann Ka>KAoro nojib30BaTenfl I13BM 
MHqbopMai^nio, a mmohho era nepcoHanbHbitf 

MAeHTH0MKaTOp B BMA6 3HeprOHe3aBHCHMOfi 

naM^TM, b KOTopyio 3anncaHa nepcoHanbHaa 
HA©HTMC{)HKai^HOHHan MHqbopMaunfl o 
nonb3oaaTene u BbiMMcneHHoe 3HaMeHMe 
x3iu-4)yHKi4Mn 3aiAkimaeMbix ot M3MeHeHnfi 
cJ)a^noB. naponb norib30BaTenfl, cnncoK 
3au^niAaeMbix ot n3MeHeHH^ qbaf^JioB, 
BbiMUcneHHoe 3HaMeHne mx xsiu-qbyHKL^n^, mm« 
Ha3H3MeHHofl nonb30BaTe/iK) CTapTOBo^ 
nporpaMMbi m cnkicoK paspeujeHHbix k 
BbinoriHeHMio nporpaMM 3anncaHbi Ha >KecTKM^ 
AMCK n3BM. 

BBeAeHne b ycTpo^cTBO KOHTpon/iepa 
o6MeHa MHQ>opMau,tieH c BHeniHUM HockiTeneM 
MHo>opMai^nn m BbiHocHoro KOHTaKTHoro y3na 

CMHTblBaHMfl HHCf)0pMaU>1H B COMeTaHMM C 
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ncnonb30BaHneivi nocTOAHHoro 3anoMHHaiomero 
ycTpo&CTBa, xpaHfliuero koau kohtpo/ia 

I46J1 OCT HOCTM MHCf)OpMaL^HH I13BM H KOflbl 

CHUTbtBaHMfl MHcfcopMaijviH c BHeujHero Hocmenn 

MHCflOpMaL^HM, n03BOnfllOT CX33AaTb 

Cj)yHKl^MOHa^bHO-3aMKHyTyK) 

nporpaMMHO-jiorimecicyK) cpeAy, o6ecneMMBan 
SCfecfreKTHBHyiO 3aiMMTy HH<t>opMaL^nn, 
xpaHHineflcH b I13BM, ot 
HecaHKi^noHMpoaaHHoro AOCTyna. 

YcTpoWcTBo KOMnataHO m ycTaHasnnBaeTcn 
npw 3 Ken ny aia 14 m m b CBo6oAHbifi chot F13BM. 
Mcnonb3yeMbiR BHeujHkifl HOCMTenb 

MHCfcopMaLJMM B OTJlMHUe flMCKeTbl, npHMeHHGMOM 

b n3BecTHOfl cucTeMe, TpyAHOKonnpyeM, 
omnHaeTcn 6bicTpoAeficTBneM, c Hero MoryT 
6biTb ocyiMecTBneHbi 3anncb m cswbiBaHkie 
MHcfiopMai^nM. KpoMe Toro, TaKofl HocnTe/ib 
MHcj)opMa4MM nivieeT He6ojibuune 

Macco-ra6apnTHbie xapaKrepucrnKH. 

YCTpO^CTBO 3ail^MTbl OT 

HecaHKL^noHnpoBaHHoro AOCTyna MHcJ>opMaL\KW, 
xpaHMMow b nepcoHa/ibHoR 3BM, 
TexHonornMecKH mo>kgt 6biTb nenco 
pea/iM30BaH0 Ha npon3BOACTBe, TaK KaK He 
coAepacuT KaKnx-/in6o cno>KHbix 3/ieicrpoHHbix 
Gjiokob. 

B AanbHeflweM n3o6peTeHne noncHfieTCH 
onucaHneM KOHKpeTHoro BapnaHTa era 
Bbino/iHeHUfl h npmiaraeMbiMH HepTewaMw, Ha 
KOTopbix Ha cpnr.1 n3o6pa>KeHa 6noK-cxewia 
ycTpo^cTBa 3au^nTbi ot HecaHKmioHnpoBaHHoro 
AOCTyna k MHC^opMai^MM, xpaHwviofl b 
nepcoHa/ibHotf 3BM, noAKntoneHHoro k I13BM, 
comacHO M3o6peTeHnra; Ha (fur. 2 
0yHKi^MOHanbHafl cxewia, noncH«»oi^afl pa6oTy 
ycTpotfcTBa. 

YCTpoKCTBO 3ai4MTbl OT 

HecaHKquoHnpoBaHHoro AOCTyna k 
nHC()opMannM, xpaHUMOM b I13BM, coAep>KWT 
BHeiiJHMK HOCHTe/lb 1 MHcJJopMaunn n 
pacno/ioweHHbie Ha o6mefi n/iaTe nocTOAHHoe 
3anoMMHatoiMee ycTpofiCTBO (TOY) 2, b kotopom 

XpaHflTCH KOflbl CMMTblBaHUfl KHCfcopMaLJMH C 

BHeujHero HOCHTe/in 1 nHcf>opMamin m KOflbl 

KOHTpO/lfl L^eilOCTHOCTH HHCjJOpMaLJklM F13BM, 

KOHTpo/i/iep 3 o6MeHa MHct>opMaunefl c 
nepcoHa/ibHotf 3BM h KOHTpo/viep 4 o6wieHa 
kiH$opMai4Metf c BHeiuHUM HOCMTeneM 
MHCj)opMai^MM. C KOHTponnepoM 4 3/ieKTpMMeCKW 
cBA3aH BbiHocHofl KOHTaKTHbiK yzen 5 
CMMTbiBaHMfl MHcfcopMauuM c BHeiUHero HocnTenn 
MHc^opiwamiM. nnaTa c pacno/ioxeHHbiMH Ha 
Hefl I13y 2 h KOHTponnepawin 3,4 
ycTaHaBnwBaeTCfl b cBo6oAHbifi c/iot I13BM m 
noAKniOHaeTCfl Mepe3 cooTBeTCTByioiAMe 
BXOAbi/BbixoAbi k oSmefl tuHHe ynpaa/ieHkm m 
oSMeHa AaHHbiMii c I13BM (KaK sto H3o6pa>KeHO 

Ha HepTe>Ke), npM 3TOM BblHOCHOfi KOHTaKTHblfi 

y3en 5 3aKpen/iaeTCfl Ha BHewHetf naHe/in 
(13BM. BxoAbi/BbixoAbi KOHTpon/iepa 4 o6MeHa 
HHCfcopMaiuiefl c BHeniHUM HOCMTeneM 
kiHcjjopMai^MM coeAHHeHbi Mepe3 MarncTpann 
noKa/ibHofi LiiMHbi 6 ycTpo&CTBa co 
BxoflaM m/ b bixofla m h KOHTpo/uiepa 3. 

flnn noHCHeHMfl B3anMOAeRcTBnn 
naTeHTyeMoro ycTpoRcTBa c I13BM Ha MepTexce 
npefldaBJieHbi ee ocHOBHbie c£yHKi4H0HanbHbie 
y3nbi: (13y 7, coAep>Kaii;ee BIOS, >KecTKMt^ auck 
8, c 3anncaHHbiMH Ha HeM DOS, nprncnaAHbiMH 
nporpaMMaMH m perncTpaunoHHUMM AaHHbiMM, 
03y 9, npoLjeccop 10, KnaBnaTypa 11, flucKer 
12, auckoboa 13 ruSKoro AUCKa n th6km^ a^ick 
14 (AncKeTa nonb30BaTeji«). 

B yCTpO^CTBe BHeiUHH^ HOCHTe/lb 1 
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MHC^OpMaLtMU BbinOJlH6H B BMA© 

3HeproHe3aBMCHMO^ naMWTM, b KOTopyw 
3anncaHa nepcoHa/ibHan MAeHTMcf)HKat4H0HHa^ 
HHcpopMaL|Hfl o nonb30Barene n xaiuctDyHKi^nfl 
Bcex 3au4HLi|aeMbix cfiaflnoB AaHHoro 
no^b30BaTejifl. B KaMecTBe TaKoro HOCHTenn 1 

MHC{)OpMaL(HH MOXeT 6blTb MCnOflb30BaH 

MA©HTMc()MKaTOp ceiweMcTBa Touch Memory 
(TM). 

BHeiUHMfl HOCHTe/lb 1 UH(J)OpMai4HH M 

pa3MeuneH b MeTanriMMecKOM Kopnyce c oahhm 

CMmaJlbHblM K0HT3KT0M M OAHHM KOHTaKTOM 

3eM/iM. Kopnyc AHaMeTpa 15 m tojiiumho^ 5 mm, 
HanoMWHaromkiH MMHwaTiopHyio nyroBHMHyto 
6aTape^Ky, KpenHTcn Ha naAenwn jih6o Ha 
HOCHTene. MH0opMaL\nq sanncbiBaeTCJR n 
CMMTbiBaeTCfl npocTbiM KacaHHeM 
cMMTbiBaioii^ero ycTpoKcTBa, pacno/ioxeHHoro 
Ha Kopnyce TM. 

BnaroAapw CBoeMy KOHCTpytawBHOMy 
BbinoriHeHMio TM MMeeT BbicoKyio HaA©>KHOCTb, a 
yHHKanbHOCTb AocTkiraeTCfl 3a cneT npncBoeHnn 
3aBOAOM-n3roTOBMTeneM yHUKanbHoro KOfla (64 

6HTa). DO CpaBHeHHIO C H3BeCTHblM 

nepcoHaxibHbiM nfleHTn4)MKaTopOM chip-KapToR 
TM npuMepHO b 10 paa AeiueBne. 06-beM 
naMATH TM AOCTHraeT 4 K6mt, a crapocTb 
o6MeHa flaHHbiMM 16,6 KB/c. 

TaKMM o6pa30M, no ra6apnTHbiM 
xapaKTepHCTHKaM, no HaAeKHOCTM, no L^eHe, no 
6biCTpoAeRcTBMK) n no CTeneHM 3au^MTbi ot 
KonMpoBaHMfl ycTpo^CTBo Touch Memory HMeeT 
onTHMaribHbie coBOKynHbie xapaKrepHCTHKH no 

OTHOlUeHMIO K APy^M HOCWTe/lflM MHcjjOpMaUMM. 

B M3o6peTeHnn npMMeHeHbi cTaHAapTHbie 
KOHTponnepbi 3,4 oGMeHa HHcf)opMai^ne^, 
aAanTkipoBaHHbie no ajieicrpMHecKUM 
napaMeTpaM Ana o6MeHa A^HHbiMM c BHeniHUM 
HocnTe/ieM HHC^opMaLjHM TM m nepcoHanbHoR 
3BM. noAoGHbie KOHTpo/uiepbi niMpoKO 

M3BGCTHbl M OnHCaHbl. 

npMMeHfleMbiK b onucbtBaeMOM ycTpoWcTBe 

BHeLUHUH KOHTaKTHblR y3en 5 CHMTblBaHMfl 
MHC|)OpMaL^MH UJUpOKO H3BeCTeH B noAo6Hbix 
ycrpoficTBax m MO>KeT npeAcraB/iflTb co6om napy 
KOHTaiaoB, KOHi^eHTpfi^HO pacnojioxeHHbix, 
pa3Ae/ieHHbix cnoeM fluaneKTpuKa m 
coeAMHeHHbix npoBOflaivin c nnaTOM ycrpoficTBa. 

flepeA HaManoM SKcnnyaTai^MM I13BM c 
ycTaHOBJieHHo^ cncTeMoK 3aiAMTbi c noMOu^bto 
nporpaMMHoro o6ecneHeHna CMCTeMbi 3au^MTbi 
(13BM ot HCfl b perncTpaL\MOHHbie c})a«nbi Ha 
KecTKOM flHCKe 8 (0nr. 1) f13BM 3anncbiBaiOT 
nepeMeHHbie napaMeTpbi KOHTpo/ibHyio 
HH4>opMai4Mio, KOTopa^ onpeAenneT npaBa 
AOCTyna nojib30BaTene« k pecypcaM I13BM: 
napojib nonb30BaTejifl, cnncoK 3amniAaeMbix ot 
H3MeHeHnfl 0ai^noB n mm» CTapTOBoi^ 
nporpaMMbi An« AaHHoro nojib30BaTe;in ( a Ha 

BHeUJHMa HOCHTe/lb 1 MHCfcopMatJHM TM 

3anncbiBaioT BbMnc/ieHHoe 3HaMeHkie 
X3iu-ct)yHKmin 3au^ninaeMbix ot ui3MeHeHnfl 

4)aM/10B. 

yCTpOMCTBO 3aU4MTbl OT 

HecaHKmiOHMpOBaHHoro AOCTyna k 
MHcfiopMai^HH, xpaHHMoPi b nepcoHanbHoC^ 3BM, 
nocne ycTaHOBKM b KOMnbtoTep, pa6oTaeT 
cneAytou^uiM o6pa30M. 

ripn BKnio^eHHM I13BM ynpaB^eHMe ee 
3arpy3KoB BHa^a/ie ocyu^ecTB/ifleTcw b lutbthom 
pe>KMMe, ho ao OKOHHaHMfl 3Tana 3arpy3Kki BIOS 
nporpaMMa, 3anncaHHa« b n3Y 2 (cfw. 1), 
nepexBaTbiBaeT ynpas/ieHMe Hana/ibHofi 
3arpy3KO^ I13BM Ha tom 3Tane, Ha kotopom y>Ke 
bo3mo>kho Bbino/iHflTb onepai4Mn HTeHMJi/ 3anncn 
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HHcJjopMauMM no ceicropaM AopoweK wecTKoro 
AHCKa b n3BM, ho ao Hawaxia 3arpy3KM DOS 
(*mV 2). 

nocne nepexBaTa ynpaBxieHM* HaMaxibHoH 
3arpy3Kofi I13BM Ha ce6n nporpaMMa, 
3anncaHHaR b n3Y 2, BbiAaeT Ha AHcnxiefl 12 
nSBM npurnaujeHne noxib30BaTexiio 
npuKOCHyTbCfl cbohm HocHTexieM 1 HHcfcopMauHH 
TM k BbiHOCHOMy KOHTaKTHOMy ysxiy 5 

CHHTblBaHMfl MHCf)OpMai^MM H CHMTbtBaeT C 

HOCMTe/ifl 1 MHCf)opMaunn TM era 
perwcTpaLjHOHHbifl HOMep n 3anncaHHoe b HeH 

3H3MSHM8 X3WCj)yHKll,HH (KOHTpOflbHyjO CyMMy) 

Bcex cfcaflxioB, 3aHeceHHbtx b perncTpaunoHHbiW 
cnkicoK 3aLi^nii^aeMbix <$aflxioB Ann AaHHoro 
nonb30BaTen«; 3aTeM, ecxin npeAbflaneHHbifl 
HocHTexib 1 MH<})opMai4HM TM 3aperncTpnpoBaH 
b perncTpai^noHHOM Ratine Ha >KecTKOM A^CKe 8 
ri3BM f nporpaMMa BbinonHaeT AaxibHefliune 
AeC^cTBMfi, b npoTHBHOM cxiynae BbiAaeT Ha 
AHcnxiefi 12 npeAynpe>KAeHwe m noBTopHoe 
npurnatueHne. 

nporpaMMa, 3anncaHHaa b n3Y 2. BbiAaeT 
3aTeM Ha pyicnnevi 12 npumaiueHne 
nonb30BaTenio BBecTki csofl napoxib c 
KnaBnaTypbi 11; 3aTeM, ecnn BBefleHHbiM napoxib 
coBnaxi c xpaHWMbiM b perncTpai^MOHHOM (paftne 
Ha >KecTKOM A^iCKe 8 I13BM, nporpaMMa 
BbinoxiH^eT AaribHe^uJue AeflcTBHfl, b 
npoTHBHOM cnyMae BbiAaeT Ha AMcnxiefl 12 
npeAynpe>KAeHne m noBTopHoe npwmaujeHMe. 

3aTeM nporpaMMa, 3anncaHHaa b n3Y 2, 
BbNucnaeT SHaMeHne xauj-c^yHKi^MH Bcex 
cfcaflxioB, 3aHeceHHbix b cnMCOK 3au^nmaeMbix 
Ann AaHHoro noxib30BaTexifl w cpaBHUBaeT 
nonyneHHoe sHaneHne c paHee npoMwaHHofl 
3anncbio Ha HOCMTexie 1 MH0opMamin TM; npn 
coBnaAeHHH BbmncneHHoro 3HaHeHkm c 

XpaHMMbtM B HOCMTeJie 1 HHCt)OpMaL4L4kl TM 

nporpaMMa BbinoxiHfleT AaxibHefiujne AeflcTBMH, 
npn HecoBnaAeHkiM Tpe6yeT BMewaTexibCTBa 
aAMMHMcrpaTopa. 

flaxiee nporpaMMa, 3anncaHHaa b (13y 2, 
6noKMpyer B03MO>KHOCTb 3arpy3KH ahckoboC* 
onepau.MOHHOtt cucTeMbi DOS c rn6Koro AUCKa 
14. 

nocne SToro 3anncaHHa« b n3Y 2 
nporpaMMa nepeAaeT ynpaBxieHi/ie ujTaTHbiM 
nporpaMMHO-annapaTHbiM cpeACTBaM n3BM 
Ana 3aBepiueHM« 3arpy3KH DIOS, 3arpy3KH DOS 
c xecTKoro Aucxa 8 w BbinonHeHun 

MOAUCpML^HpOBaHHblX CMCTeMHblX cfcaflxiOB 
CONFIG.SYS m AUTOEXEC.BAT. 

N\oau(pmau,Mn cktcieMHbtx 0aflxiOB CONFIG. 
SYS m AUTOEXEC. BAT npon3BOAHTCH T3KMM 
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06pa30M, MTO Ha BpeMfl MX BbinOJ1H6Hklfl 

6jioKnpyeTCfl xnaBnaiypa 1 1 , a b pe3yxibTaTe nx 
BbinonHeHUH 3anycKaeTcn pe3HAeHTHbifi 
nporpaMMHbi^ MOAy/ib, KOHTpoxinpytomnfl npaBa 
nonb308aTexifl Ha 3anycx pasnkMHbix nporpaMM 

B COOTBeTCTBHM C perVICTpat^HOHHblMM AaHHbIMM 

nonb30BaTexiH, 3anncaHHbiMH Ha wecTKMft* auck 
8, m cTapTOBaa Ann AaHHoro noxib30BaTenn 
nporpaMMa. 

TaKMM o6pa30M, npeAnaraeMoe ycTpoHcTBO 
3aiAHTbi ot HecaHKi^noHnpoBaHHoro AOCTyna k 
MHCfopMaL^MH, XpaHHMOfl B I13BM, no3BO/i^eT 
peann30BaTb KOHTpoxib 3a AOCTynoM k n3BM 
TonbKO 3aperncTpnpoBaHHbix nonb30BaTeneK, 
pa3rpaHMHHTb nx npaBa . AOCTyna k 
ncnoxiH^eMbiM nporpaMMHbiM MOAyiflM n 

06ecne^MTb KOHTpOJlb L\ejlOCTHOCTM XpaHHMOfl B 
n3BM MHCfJOpMai^MM. 

(DopMyna M3o6peTeHM&: 

YCTpO^CTBO 3aiAHTbl OT 

HecaHKL^MOHkipoBaHHoro Aocryna k 
nHcpopMaL^MM, xpaHMMOft b nepcoHasibHoH 3BM, 
coAep>xau^ee BHeujHn^ Hocnienb iiHc^opMai^MM 
\a pacno/io>KeHHbie Ha o6u^e^ nnaie nocTo^HHoe 
3anoMkiHaK>Li^ee ycTpoPicTBO n KOHTponep 
o6MeHa MHCt»opMaune^ c nepcoHanbHoK 3BM, 
Bbixoflbi KOTopbix npeAHa3Ha^eHbi Ann 
noAKnioMeHMfl k nepcoHa/ibHoR 3BM, 
OTnMHatOLneecfl TeM, mto b Hero BBeAeHbi 
KOHTponep o6MeHa HHcfiopMaL^ne^ c BHeniHUM 
HocnTe/ieM MHcf)opMai4Mn, pacnono>KeHHbi^ Ha 
o6iAeW nnaTe ycTpo^CTBa, n BbiHOCHoR 

KOHTaKTHblK yseil CMHTblBaHMH MHCt)OpMaL^HM c 

BHeniHero HOCHTerifl MHcfopMaL^nn, bwxoaom 
noAKnio^eHHbi^ k BXOAy KOHTpoxiepa o6MeHa 

MHC^OpMaL^Me^ C BHeiJJHUM HOCHTeJieM 
MHCfiOpMaL^HM, npMMeM BHeiUHUP^ HOCHTeilb 
MHC{DOpMai4H^ BbinOJIHeH B BHAe 

3Hepr0H63aBHCMM0^ naMflTM, B KOTOpyK) 

sanncaHa nepBOHaHa/ibHaa 
HAeHTMctkiKai^noHHayi MHC{)opMai4Hfl o 
no/ib30BaTene n x3UJ-cf)yHKmin Bcex 
3au^nLnaeMbix cpawnoB AaHHoro noribsoBaTen^, 
a nocTO^HHoe 3anoMMHaioiAee ycTpoCtaTBO 
npeAHa3HaneHO aha xpaHeHun koaob KOHTponn 
L^enocTHOCTM MHC})opMaL^MM nepcoHa/ibHoCl 3BM 
m koaob CMkiTbtBaHMn HHc^opMai^nn c BHeiDHero 

HOCHTe/lfl MHC})OpMaqMM, npM 3TOM 

BXOAbi/BbixoAbi KOHTpoxiepa o6MeHa 
MH4)opMauneti c BHewHUM HocMTeneM 
MHC^opMaL^MH Mepe3 MarncTpaxiM noKanbHoR 
ujkiHbi ycTpoClcTBa coeAMHeHbi c 
BXOAaMn/BbixoAaMM KOHTpoxiepa o6MeHa 
MH(t)opMaukiefi c nepcoHaxibHoCi 3BM. 
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